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Program Slicing in the PDG

! Which&statements&can&influence&the&the&slicing&criterion?&

! Defined&slightly&different&from&Weiser’s&original&

! Slicing&criterion&is&just&a&node&v&in&the&dependence&graph&
! Equivalent&to&criterion&(v,"Ref(v)"∪"Def(v))&
!

! Intraprocedural&Backward&Slice: 
BS(v)$=${x$∈$PDG"|$x$→∗$v}$

! Simple$graph6reachability$problem$based$on$transitivity$
of$data$and$control$dependence
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Example for Backwards Slice

(1) read(n);&

(2) i&=&1;&

(3) sum&=&0;&

(4) prod&=&1;&

(5) while&(i&<=&n)&{&

(6) &&sum&=&sum&+&i;&

(7) &&prod&=&prod&*&i;&

(8) &&i++;&

(9) }&

(10) write(sum);&

(11) write(prod);
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Example for Backwards Slice

(1) read(n);&

(2) i&=&1;&

(3) sum&=&0;&

(4) prod&=&1;&

(5) while&(i&<=&n)&{&

(6) &&sum&=&sum&+&i;&

(7) &&prod&=&prod&*&i;&

(8) &&i++;&

(9) }&

(10) write(sum);&

(11) write(prod);

CHAPTER 2. DEPENDENCE GRAPHS AND SLICING FOR
OBJECT-ORIENTED LANGUAGES

1 read(n);
2 i = 1;
3 sum = 0;
4 prod = 1;
5 while (i <= n) {
6 sum = sum + i;
7 prod = prod * i;
8 i++;
9 }

10 write(sum);
11 write(prod);
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Figure 2.4: Program dependence graph of the example

Definition 2.9 (Data Dependence). Let Ref(x) denote the set of variables ref-
erenced at node x. Then a node y is data dependent on node x (x!dd y) if

• there exists a variable v with v 2 Def(x) and v 2 Ref(y), and

• there exists a path P in the CFG from x to y where the definition of v in
x is not definitively killed (i.e. x is a reaching definition of y.)

As mentioned earlier, the program dependence graph consists of the nodes
of the CFG (sometimes the END node is omitted as it has no in- or outgoing
dependence edges) with control and data dependence edges replacing the control
flow edges. Consider the program dependence graph of our example program in
Figure 2.4. The data dependences are depicted in green, control dependences in
blue. Since statement 1 defines the variable n that is referenced at line 5 and not
overwritten in-between, there is a data dependence from 1 to 5. The condition
in line 5 determines if and how often the loop is executed, so all the statements
in the loop body are connected by control dependence to node 5. Note that
dependence graphs may contain loops (see the data dependence at node 6) and
multiple edges between two nodes, i.e. they are multigraphs in general.

Data dependence can be computed with reaching definitions analysis di-
rectly. But it is already explicit for programs in SSA form, as each variable
name is only defined once. So computing DD from SSA form is finding the
definition of the referenced variable and – if this definition is in a �-function –
building the transitive hull of variables in referenced �-functions.

As an example, consider Figure 2.2 again. The definition of sum3 depends
on the variable sum2, which is defined in a �-function. This function in turn
references sum1 and sum3, none of which is defined in a �-function. So sum3 is
data dependent on itself and on the initialization. This can be seen in Figure 2.4
as data dependences from node 3 to node 6 and from 6 to 6.

Slicing

The slicing criterion for dependence graph based slicing is usually defined dif-
ferent from Weiser’s original: Instead of a tuple (n, V ), a statement and a set
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Correctness of Slicing

! Theorem:  
A&backward&slice&from&a&node&v&contains&all&the&statements&

that&could&poten$ally&influence&the&computa$on&of&variables&

defined&or&used&at&v.&
! Proof:&Wasserrab&PhD,&formalized&in&Isabelle
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(1) while(TRUE)&{&

(2) &&if&((p_ab[CTRL2]&&&0x10)==0)&{&

(3) &&&&u&=&((p_ab[PB]&&&0x0f)&<<&8)&+&p_ab[PA];&&

(4) &&&&u_kg&=&u&*&kal_kg;}&

(5) &&if&((p_cd[CTRL2]&&&0x01)&!=&0)&{&

(6) &&&&for&(idx=0;idx<7;idx++)&{&

(7) &&&&&&e_puf[idx]&=&p_cd[PA];&

(8) &&&&&&if&((p_cd[CTRL2]&&&0x10)&!=&0)&{&

(9) &&&&&&&&switch(e_puf[idx])&{&

(10) &&&&&&&&&&case&’+’:&kal_kg&*=&1.1;&break;&

(11) &&&&&&&&&&case&’^’:&kal_kg&*=&0.9;&break;&}&}&}&

(12) &&&&&&e_puf[idx]&=&’\0’;&}&

(13) &&prin`("Ar$kel:&%07.7s\n",e_puf);&

(14) &&prin`("&%6.2f&kg&",u_kg);&

(15)}
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Abbildung 2: PDG für Abbildung 1

den Regeln des Information Flow darf nicht eine hohe Sicherheitsstufe durch eine niedrige
beeinflusst werden, mithin muss für alle Knoten x ∈ PDG gelten:

S(x) ≤ ⊓
y ∈ pred(x)

S(y)

Andere Einflüsse auf x als solche, die explizit im PDG vermerkt sind, kommen nicht in Be-
tracht, da der PDG bzw. SDG eine konservative Approximation darstellt.

Im Allgemeinen ist zur Berechnung der Sicherheitsstufen eine Fixpunktiteration erforderlich;
in unserem einfachen Beispiel sieht man sofort, dass die Bedingung für x = 4 verletzt ist,
denn

E = S(4) ̸≤ S(10)⊓ S(11)⊓ S(3) = E ⊓ R = R

Anhand der Sicherheitsattribute allein sieht man aber noch nicht warum, dies wird erst
durch Pfadbedingungen sichtbar. Die oben angegebene globale Pfadbedingung PC(p cd,14)
gibt an, wann das Display durch das Keyboard beeinflusst wird; tatsachlich geschieht diese
Beeinflussung ja – wie die Sicherheitsattribute gezeigt haben – entlang der Kanten 10 →

4 bzw. 11 → 4. Die entsprechende Pfadbedingung ist identisch zur oben angegebenen:
PC(10,4)∨ PC(11,4) = PC(p cd,14).

Mithin wird sofort sichtbar, dass bei Eingabe von ’+’ oder ’-’ bei gleichzeitigem Setzen ge-
wisser Kontrollbits die Integritätsbedingung des Information Flow Control verletzt ist. Ge-
genüber den einfachen Sicherheitsattributen hat man also Zeugen gewonnen und kann ein
detailliertes Bedrohungsszenario angeben.

B.2 Dynamische Pfadbedingungen

Angenommen, wir haben folgende dynamische Information über den Programmlauf. Szena-
rio 1: das Keyboard-Eingaberegister p cd[PA] enthält bei allen aufeinanderfolgenden Schlei-
fendurchläufen stets den Wert 0; Szenario 2: p cd[PA] enthält nacheinander die Werte
0,0,0,+,0,0. Diese Eingabesequenzen wurden mitprotokolliert; dadurch wird es möglich, dy-
namisches oder parametrisches Slicing anzuwenden, wodurch die Rückwärtslices von An-
weisung 14 kleiner werden.

Wichtiger sind aber die Auswirkungen der dynamischen Information auf die Pfadbedingun-
gen. In Zeile 7 gilt zusätzlich das Constraint

p cd[PA] = 0 (Szenario 1) bzw. p cd[PA] = 0∨ p cd[PA] =′ +′ (Szenario 2)
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(1) while(TRUE)&{&

(2) &&if&((p_ab[CTRL2]&&&0x10)==0)&{&

(3) &&&&u&=&((p_ab[PB]&&&0x0f)&<<&8)&+&p_ab[PA];&&

(4) &&&&u_kg&=&u&*&kal_kg;}&

(5) &&if&((p_cd[CTRL2]&&&0x01)&!=&0)&{&

(6) &&&&for&(idx=0;idx<7;idx++)&{&

(7) &&&&&&e_puf[idx]&=&p_cd[PA];&

(8) &&&&&&if&((p_cd[CTRL2]&&&0x10)&!=&0)&{&

(9) &&&&&&&&switch(e_puf[idx])&{&

(10) &&&&&&&&&&case&’+’:&kal_kg&*=&1.1;&break;&

(11) &&&&&&&&&&case&’^’:&kal_kg&*=&0.9;&break;&}&}&}&

(12) &&&&&&e_puf[idx]&=&’\0’;&}&

(13) &&prin`("Ar$kel:&%07.7s\n",e_puf);&

(14) &&prin`("&%6.2f&kg&",u_kg);&

(15)}
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Forward Slicing

! Backward&slicing:&which&statements&can&influence&the&the&

slicing&criterion?&

! Forward&slicing:&which&statement&can&be&influenced&by&the&

slicing&criterion?&

! Intraprocedural&Forward&Slice: 
FS(v)$=${x$∈$PDG"|$v$→∗$x}$

! What$is$transitively$reachable$from$the$slicing$criterion?
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Example

(1) read(n);&

(2) i&=&1;&

(3) sum&=&0;&

(4) prod&=&1;&

(5) while&(i&<=&n)&{&

(6) &&sum&=&sum&+&i;&

(7) &&prod&=&prod&*&i;&

(8) &&i++;&

(9) }&

(10) write(sum);&

(11) write(prod);

CHAPTER 2. DEPENDENCE GRAPHS AND SLICING FOR
OBJECT-ORIENTED LANGUAGES

1 read(n);
2 i = 1;
3 sum = 0;
4 prod = 1;
5 while (i <= n) {
6 sum = sum + i;
7 prod = prod * i;
8 i++;
9 }

10 write(sum);
11 write(prod);
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Figure 2.4: Program dependence graph of the example

Definition 2.9 (Data Dependence). Let Ref(x) denote the set of variables ref-
erenced at node x. Then a node y is data dependent on node x (x!dd y) if

• there exists a variable v with v 2 Def(x) and v 2 Ref(y), and

• there exists a path P in the CFG from x to y where the definition of v in
x is not definitively killed (i.e. x is a reaching definition of y.)

As mentioned earlier, the program dependence graph consists of the nodes
of the CFG (sometimes the END node is omitted as it has no in- or outgoing
dependence edges) with control and data dependence edges replacing the control
flow edges. Consider the program dependence graph of our example program in
Figure 2.4. The data dependences are depicted in green, control dependences in
blue. Since statement 1 defines the variable n that is referenced at line 5 and not
overwritten in-between, there is a data dependence from 1 to 5. The condition
in line 5 determines if and how often the loop is executed, so all the statements
in the loop body are connected by control dependence to node 5. Note that
dependence graphs may contain loops (see the data dependence at node 6) and
multiple edges between two nodes, i.e. they are multigraphs in general.

Data dependence can be computed with reaching definitions analysis di-
rectly. But it is already explicit for programs in SSA form, as each variable
name is only defined once. So computing DD from SSA form is finding the
definition of the referenced variable and – if this definition is in a �-function –
building the transitive hull of variables in referenced �-functions.

As an example, consider Figure 2.2 again. The definition of sum3 depends
on the variable sum2, which is defined in a �-function. This function in turn
references sum1 and sum3, none of which is defined in a �-function. So sum3 is
data dependent on itself and on the initialization. This can be seen in Figure 2.4
as data dependences from node 3 to node 6 and from 6 to 6.

Slicing

The slicing criterion for dependence graph based slicing is usually defined dif-
ferent from Weiser’s original: Instead of a tuple (n, V ), a statement and a set
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Interprocedural Analysis
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1 main() {

2 a=3;

3 b=4;

4 v=add(a,b);

5 w=add(v,b);

6 }

7 add(x,y) {

8 return x+y;

9 }

control dependence

data dependence

summary edge

parameter edges

call dependence

Entry main

2 3 4

a

b

v

5

v

b

w

Entry add

x

y

8

Figure 1: Interprocedural example with system dependence graph

1

Formal&parameters

Actual&parameters
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Interprocedural Analysis: Parameter 
Passing
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1 main() {

2 a=3;

3 b=4;

4 v=add(a,b);

5 w=add(v,b);

6 }

7 add(x,y) {

8 return x+y;

9 }

control dependence

data dependence

summary edge

parameter edges

call dependence

Entry main

2 3 4

a

b

v

5

v

b

w

Entry add

x

y
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Figure 1: Interprocedural example with system dependence graph
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Interprocedural Slicing
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! Backward&slicing&from&v&would&contain&the&whole&graph&

except&for&w.&

! But&5&and&its&children&are&not&influencing&the&defini$on&of&v&

in&line&4.&

! This&is&called&context^insensi$ve&program&slicing.&

! It&may&contain&spurious&nodes&(imprecise,&in&dark&grey)&

! Idea:&only&return&to&same&call&site&where&we&lep&the&method
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Interprocedural Analysis: Summary 
Edges
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1 main() {

2 a=3;

3 b=4;

4 v=add(a,b);

5 w=add(v,b);

6 }

7 add(x,y) {

8 return x+y;

9 }

control dependence

data dependence

summary edge

parameter edges

call dependence

Entry main

2 3 4

a

b

v
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Entry add
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Figure 1: Interprocedural example with system dependence graph
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Two-Phase Slicing
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! In&the&first&phase: 
Do&not&descend&into&called&methods,&mark&omiqed&edges&for&

later&phase.&Traverse&summary&edges&instead.&

! In&the&second&phase: 
Star$ng&with&the&omiqed&edges,&do&not&reascend&into&calling&

method.&S$ll&traverse&summary&edges.
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7.3 Context-Sensitive Slicing 89

Algorithm 7.2 Computing Summary Edges
Input: G = (N, E), the given IPDG
Output: G 0 = (N, E 0), the corresponding SDG

Initialization
W = ;, worklist
P = ;
foreach n 2 N which is a formal-out node do

W = W [ {(n, n)}
P = P [ {(n, n)}

Iteration
while W 6= ; worklist is not empty do

W = W/{(n, m)} remove one element from the worklist
if n is a formal-in node then

foreach n 0 pi
* n which is a parameter-in edge do

foreach m
po
* m 0 which is a parameter-out-edge do

if n 0 and m 0 belong to the same call site then
E = E[n 0 su

* m 0 add a new summary edge
foreach (m 0, x) 2 P ^ (n 0, x) /2 P do

P = P [ {(n 0, x)}
W = W [ {(n 0, x)}

else

foreach n 0 dd,cd,su
* n do

if (n 0, m) /2 P then
P = P [ {(n 0, m)}
W = W [ {(n 0, m)}

return G the SDG
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Example Program

(1) class&A&{&

(2) &&int&x;&

(3) &&void&set()&{&x&=&0;&}&

(4) &&void&set(int&i)&{&x&=&i;&}&

(5) &&int&get()&{&return&x;&}&

(6) }&

(7) class&B&extends&A&{&

(8) &&void&set()&{&x&=&1;&}&

(9) }&

!
(11)class&InfFlow&{&

(12)&&sta$c&void&main(String[]&a)&{&

(13)&&&&//&1:&no&informa$on&flow&

(14)&&&&int&sec&=&0,&pub&=&1;&

(15)&&&&A&o&=&new&A();&

(16)&&&&o.set(sec);&

(17)&&&&o&=&new&A();&

(18)&&&&o.set(pub);&

(19)&&&&System.out.println(o.get());&

!
(21)&&&&//&2:&dynamic&dispatch&

(22)&&&&if&(sec==0&&&&a[0].equals("007"))&

(23)&&&&&&o&=&new&B();&

(24)&&&&o.set();&

(25)&&&&System.out.println(o.get());&

!
(27)&&&&//&3:&instanceof&

(28)&&&&o.set(42);&

(29)&&&&System.out.println(o&instanceof&B);&

(30)}}
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PDG für Beispiel (1. Teil)
main

pub=1
1

secure=0
2

A o=new A()

o
4

3
o.set(secure)

o
6

secure
7

o

x
9

8

5
o=new A()

o
11

10
o.set(pub)

o
13

pub
14

o

x
16

15

12
println(o.get())

17

summary edges [Reps] für transitive Parameter-Abhängigkeiten
kontextsensitiver, objektsensitiver Slice vom ersten
println(o.get()) enthält nicht secure

Aber: Slice vom zweiten println(o.get()) enthält secure
Slice vom println(o instanceof B) enthält secure

‹ Eingabe „007” erzeugt illegalen Fluss

Motivation Information Flow Control Evaluation Summary

Christian Hammer – Information Flow Control for Java 1. Juli 2009 15/22
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SDG for first part of the Program

!
!
!
!
!
!

! Summary&edges&for&transi$ve&flow&of&parameters&

! Allows&context^sensi$ve&slicing&

! Object^sensi$ve&slice&of&first&println(o.get())&does&not&
contain&secure"

! Program&part&is&guaranteed&to&be&secure&(noninterferent)

22



PDG für Beispiel (1. Teil)
main

pub=1
1

secure=0
2

A o=new A()

o
4

3
o.set(secure)

o
6

secure
7

o

x
9

8

5
o=new A()

o
11

10
o.set(pub)

o
13

pub
14

o

x
16

15

12
println(o.get())

17

summary edges [Reps] für transitive Parameter-Abhängigkeiten
kontextsensitiver, objektsensitiver Slice vom ersten
println(o.get()) enthält nicht secure

Aber: Slice vom zweiten println(o.get()) enthält secure
Slice vom println(o instanceof B) enthält secure

‹ Eingabe „007” erzeugt illegalen Fluss

Motivation Information Flow Control Evaluation Summary

Christian Hammer – Information Flow Control for Java 1. Juli 2009 15/22

Sta$c&Program&Analysis

page

SDG for first part of the Program

!
!
!
!
!
!

! Summary&edges&for&transi$ve&flow&of&parameters&

! Allows&context^sensi$ve&slicing&

! Object^sensi$ve&slice&of&first&println(o.get())&does&not&
contain&secure"

! Program&part&is&guaranteed&to&be&secure&(noninterferent)
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main
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secure pub o = new B() o o

xo

secure = 0pub =  1 A o = new A() o.set(secure) o = new A() o.set(pub) print ln(o.get()) o.set() print ln(o.get())secure==0
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x

o.set(42) println(o instanceof B)
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SDG for complete Program

!
!
!

! Slice&from&second&println(o.get())&contains&secure&

! Slice&from&instanceof&also&contains&secure&

! Both&parts&of&the&program&poten$ally&insecure&

! Input&“007”&triggers&illegal&flow
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